Crossing the Border

JavaScript Exploits
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JavaScript Exploits...




Why are JavaScript-based Exploits such a threat?

Most common way of exploiting browser
vulnerabilities

Browsers are full of vulnerabilities

In the first eight months of 2009:

Firefox: 85 CVES
Safari: 59 CVEs

IE: 48 CVESs
Chrome: 39 CVEs
Flash: 35 CVEs
And on and on...
Easy to develop with tools like Mpack, Neosploit,

Durzosploit and others
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What do Malicious Scripts do?

Exploit vulnerabillities to
perform drive-by downloads
(backdoors, worms, viruses,
etc.)

Steal information (cookies,
passwords, network topology,
files, etc)

Invocation of cross-site request
forgery attacks
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Denial of service (using up resources, deleting files, or
causing a crash such as this exploit from Aug 18)
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